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1 Introduction to Abeona

Abeona is the tool and library for creating and validgtiicense files for Java applications. It is
based on a set of properties they are characteigstthe customer and purchased application's
configuration, and also on some cryptography.

The basic idea is very simple:

« you protect your application with license file, timstandard Java properties file

« properties can contain whatever you want - custaraere, user MAC address,
application serial number, enabled (purchased) mesdand so on...

- from those properties is calculated standard MOéhltwde, encoded with private RSA
key and stored as a digital signature to the ptmzer

« you have license file built

« when is your application running, license is loattedh file, signature is decoded with
RSA public key and decoded hash code is comparkddio code calculated from
properties now

- if there is some difference, license is invalid

If you are new to the RSA cryptography, you shdaidw that public / private keys pair are very
large numbers bound together via mathematical yhaloout asymmetric cryptography. And in
practice, all you need to know is that what youoslecusing private key, can be decoded with
public key only. You can publish public key onlyjyate key must stand secret.

Abeona uses 2048 bits keys. There is assumptiopuiars will break this cipher in the year
2030. So you can protect your applications for r2ékyears.



Note: This software is nametbeona after ancient Roman Goddess who protects childiesn
they leave the parents' home.

2 I nstallation

Simply unzip downloaded file to appropriate diregtf/ou must create such directory). You will
get this structure:

ABEONA - this is the root directory when you unzip
abeona 2012 1.jar - runnable JAR file
abeona 2012 1.sha - SHA-256 hash code of the JAR file

i cense. txt - license agreenent

rel ease. t xt - list of the release changes

DOC - docunentation directory
manual . pdf - Abeona nmanual, this is what you are reading
API - Javadoc directory

EXAMPLES - Java exanpl es for Abeona usage

2.1 Abeona directory

Abeona creates its own working directory when fiirsie running . This directory is located in
<user-home> directory (on Windows syste@¥Documents and Settings\<user-name>) and is
calledabeona.



In this directory is stored Abeona product datalzas®(if you purchased it) Abeona license file.

2.2 Abeona license

Abeona is protected by itself. The same systemfiee  you is used to protect Abeona. So if
you want use Abeona commercially, you must purchasid license.

After you have payed Abeona, you will get Abeomraiise file to your email. Copy this file to
Abeona working directory (see previous chapter) stad Abeona.

You should see you license number and name indtterh left corner of application window.

3 Running Abeona GUI Tool

Abeona GUI tool can be runned from command lindnwhis command:

java -jar abeona_2012 1.jar

You must complete path to Java, if you have noeseironment property (PATH=). You must
complete path to JAR file if you are not in diregtavith abeona.jar.

3.1 List of Products

This is the first screen you will see when runniigeona:



i abeona L = I Dlﬂ

Products

Absoha was Roman Goddass
wha protecks childran
when they leawe the parents’ home,

1d Pradiict namie Creakerd

This Abegna probecks vour applications 1 Example 20,1,2010
when they leave vour computers. .,

We hope it will be goed protector,

Abeona

Version 2010.01
(C) 2009 BeeSaft (R
waw, beesaft,eu

Unlicensed installation

' Create praduck | Edit produck | Generate license | Excik: |

Note green text in left bottom corner. This is mfoimation about your Abeona license. You can
see two possible values here:

1. Unlicensed installation if you have not payed Abeona license
2. License number andlicense owner name loaded from license file

Table lists all products you have created.
There are buttons at bottom:

« Create product - create new product (record in table)

- Edit product - when you select product (click on record) aresprthis button, form to
edit selected product appears.

« Generatelicense - generates new license file. If you have alresglgcted product, such
product will be offered in appeared form.



« Exit - closes Abeona tool

3.2 Creating Product

When you finishes with new application you will deereate a new Product in Abeona system.
Product is a simple record with a name (usuallynidw@e of your application) and with a

template of your future license file.

Pres<Create product button to get this form:

Abeona was Roman Goddess
who protecks children
when they leave the pavents' home,

Product narie:
This Abeona protects vour applications

wher they leave your compubers. .. Froduct 10
We hope it will be good profechar, Public key:
Frivate key:

Abeona
Wersion 2010,01
(iC} 2009 Beedaft (R)
v, beesoft, ey

Unlicensed installation

New product

Z

305820122300006092A5864386F 700010101 0500035201 0F00308201 04028201
01008F933E7 3058274 53495656 7 4FAGASDCT 23EFACCATCoZ508 30BCF2C 360
H40DEFEF 001 CCaCTOESE25EATAGN043 6FIEZ5496 3666 18F43D9FI 1 DEACLE
FZFF5AGEN44ESEZFODE007C19693EEZ101 12A6405442 183DFCADEDACET 244
A3994EF 142582009467 A01 959427052401 BBz AFEGSG7D 70496 A30E4FS0SES
67Ae9B05524076BAS 32741 2B a3543EAZIETSI5EBZEDD 71767 74EDT039116
BC93723715BDA4F3FS0EECEDEFE4 330037 5B 70285 C33DEEZBIE9SEZ08D1CF
39951 DFCO4EEFEESSFES01 E49587E2 707 264 CAZE8A342C401 DIBED3ID0CCEA
S90A7E72525E3E4016802 161243 DED Y 2BE3661 0585E0761 368459509215
FO&58109370360E1SECDOEBFECS45310203010001

3052046002010030000609248645336F 7000101 0105000452044 7308204430
201000253201 01005F233E7 3082 743F495065674FA6ASDCT 23EFACTITCE2505
S0BCF2C3E6044008FE 7001 CCECF0EIGZ5EAT AGN048CEFIEZS495 36661 8F 43
DeF91DEACIEFZFFIAGED44ESEZFODZ007C19698EE210112A64054A2 163DFC
6DEOACZT244A3994BF 1425200 C2A67A01 959427052401 BEZAFEESETD Y0496
AZ0E4FS05ES67ABIEDE3240 76BAS3Z7412BC83543EAZ9E7S35EBZEBDD 71767
T4EDTOES1 168C957 257 1560A4FSFS0EECEDEFE4 5330037 5670235 C33DE62ES
ESSEZ05D1 CFa995 1 DFCO4EE7EESSFES01E4987E27072B4CASE5A342C40103
BaD3DDCCeARo0A 67 2525E3640168021B1 243CDeD72BE36610558E0 761 368
45950 C 821 5F0651 D937 0560E 1 SEODOERFECS451 0203010001 028201000605
6E1E547DAIDGAADSCSS 1 FSFEDS2 CSDD 3PS5 3444ECSDO595D 21 E6Z0AGESOD
F0FFF4FD3167IFECCDED 1 DE2ESEFB3E7IATI7CE1 9 S0053044EDD06480FE
F2217AD5E23E 1 3F96FDESEEFE 1 96640081 534306 30402EFEX94252356920
61CF49E9822090FD5a /8EDECA 107 1FE9118A6561B108359562A 7/ FD4FATES
4D 73ASFETABABAGZ43ACAC 1 S3A905995065348E 44 1 EEEVE6S32395CE551 343
FC452FBC050932684265520867CAZADG] C1DZESFEDEDEF04507 939006 CE2
S0eAEDEA42C9BE7EY 30060121 ZD4AFESZ 290 334023F31C3F9E8041 848160
318E4CEBOSCYZ8FDEDAEEF 3535BE480AFSEA7A140FECA 1 ENIFSEOFSETZADE
J6E4E24D9A1 6EGFAZDECA45ADDZE1581 D0EDSEDSE065552ECS993D3CaFE2
E79D0DD71BFDSEFEBFC 438 AFtEEE44661BC] 74 27 8B5E4D6ED3AFSEEEE
BSA7DC102COFFE0YE 1 C460A825450A557 D07 7ZE48244 553953570331 102965
95FE694656231 48798330561 EYDCOECOECAEAA ] CEFINIRECZFCDTI637704C
2819356904 1C73C3C214A00E96E706AF 7 1A452330870C591:30281 5810094659

CERAFNR1 ANEFRAAATE 24N ANRAFETETARA 1 RAPRR1 T 2FANREANICEA N F7AMA 225N

Save Zancel Exit

=10l x]

|+

Abeona generates new values of private and publiddr created product when opening this
form. It can take 3 - 15 seconds, so be patieagga.

In this form you can fill two fields:




« Product Name - name of your application

« License Template - list of properties you want generate to licefies. There is not
necessary to fill this field (you can create / nfipdicense properties when you generate
license file, of course), but if you fill it, Abearwill offer it for you when generating
license. That means less work and mistakes.

PressSave button to save new product to database.

3.3 Generate License

A new license you can generate from product lishfo

=1Olx]
New license
Abezona was Boman Goddess
who protecks children
wihan they leave the parents' home,
Product: =
This Abegna protects youwr applications |Examp|e _I

when they leave vour computsrs. ..

zenerated file! lC:'l,Iicenses'l,m\,r'product.Iicense
We hope it will be good profeckar,

License: justamer=My Big Company
max-concurrent-user=2
kutoupdate-enabled=true

Abeona

Yersion 2010,01
{01 2009 BeeSoft (R
vy beesaft, ey

Unlicensed installation

Use template: Save ‘Cancel Exit




There are three fields you can / must fill:

« FromProduct combobox select product you want generate licarse
« Generated file contains path and name of generated file
« Licenseis content of the license. Here you fill propesti@u want sign.

PresdUse template button to fillLicense field from selected product template.

PressSave button to save new license to the file.

4 Generate License From Code

License file can be generated not only from GUI,tbat also from code. This capability is
advantageous when you want generate license filmer{e.g. via servlet).

All you need to generate license file from code is:

« properties (names and values) you want sign inrgézet license file
« ID of product you generate license for. This ID y@n see in GUI tool iproduct list
form or inedit product form

Your code is very simple, as you can see in neatrge. Note, properties and product ID in this
example are fixed, you must use them as argumemezl life.

i mport java.io.| OException;

i mport java.util.Properties;

i mport eu. beesoft. abeona. Abeona;

i mport eu. beesoft. abeona. Li censeExcepti on;
i mport eu. beesoft. abeona. Li censeGener at or;
i mport eu. beesoft. abeona. Product;

i nport eu. beesoft. abeona. Dat abase;

/**

* This exanple denpnstrates how to create a new license file out of GU tool
* just from code

*

* @ut hor Eugen Kocak

*/

public class Buil dLi censeFrontCode {

public Buil dLi censeFronmCode (Abeona abeona) ({

/'l prepare your properties for generated |icense
Properties properties = new Properties ();
properties.setProperty ("custonmer", "Very Big Conpany");
properties.setProperty ("dbAccess", "enabled");



properties.setProperty ("netUpdate", "disabled");
properties.setProperty ("user.count", "25");

/1l get product database
/1 it contains all your product (application) records
Dat abase db = abeona. get Dat abase ();

/1 get product by ID

/'l here we obtain product #10

/'l you can see right product ID via GJ tool
Product product = db. get Product (10);

/'l get |icense generator
Li censeCGener at or generator = abeona. getLi censeGenerator ();

/1l sign and store |license
try {
Properties signedProperties = generator.generate
(properties, product);
generator. storelLi cense (signedProperties, product,
"c:/nmyNew. | i cense");

catch (LicenseException le) {
/1 TODO
/1 thrown when cannot sign properties

catch (I Oexception ioe) {
/1 TODO
/1 thrown when cannot wite properties to file

public static void main (String[] argunments) {
/1 you must always call main() nethod in Abeona
/1 it requires as argunment nane of class to run
[/ if it is null, GJ tool is invoked
Abeona. main (new String[] { BuildLi censeFronCode. cl ass. get Nane

0 1)

/1 or you can run Abeona fromconmand [ine this way:
/'l java eu. beesoft.abeona. Abeona
/'l eu. beesoft.abeona. exanpl e. Bui | dLi censeFr onCode

}
}

There is also a new way of generating a licensdifdm code on the server in release 2012.1. It
uses Abeona as a singleton instance and gendcaesd in a few steps. Here is an example:

Properties properties = new Properties ();
properties.setProperty ("custoner”, "Very Big Conpany");
properties.setProperty ("dbAccess", "enabled");
properties.setProperty ("netUpdate", "disabled");
properties.setProperty ("user.count", "25");



Abeona i nstance = Abeona. getlnstance ();
i nstance. gener at eLi cense (sel ectedProductld, properties,
"d:/licenses/file00l.1icense");

5Validating License

To validate license in your application you must:

1. copypublic key from suitable product in GUI tool into yourpipgation code (store it as
final static variable or use as argument in nexingxle)
obtain InputStream from license file

2.
3. load properties to instance of License class

If somebody changed license file, properties logdimows exception. And if license properties
are not valid, each call to methgetProperty (Sring) throws LicenseException too.

Here is an example:

i mport java.io.lnputStream
i nport eu. beesoft. abeona. Li cense;
i mport eu. beesoft. abeona. Li censeExcepti on;

/**

* This exanple denpnstrates how to use Abeona |icense systemin rea
* application.

*

* @ut hor Eugen Kocak

*/

public class Standal oneApplication {

/1 public key generated by Abeona GU tool

/1 you must copy it to your application manually

/1 in this exanple the default key (unlicensed Abeona) is used

private final static String publicKey =
*30820122300D06092A864886F70D01010105000382010F003082010A02820101008F933E7308
2743F49565B74FA6 A5DC723EFACC97C6250830BCF2C3B6D440D8FE7001CC6C70E9625BA7A6004
8C6F9E284963BB618F43D9F91DEACIBF2FF3A6E044E8E2F0D2007C19698EE210112A64054A218
3DFC6DEOAC27244A3994BF142820CC9A67A01959427D52401BB2AFE6987D70496 A30E4F505E86
7A69BD5324D76BA5327412BC83543EA29E7535EB2BDD7176774ED70891168C93723715BDA4F8F
80BECEDEFE43300375B70285C33DE62B3E98E208D1 CF89981 DFCO4EE7EES8FB301E4987E27072
B4CA388A342C401D3B6D3DDCC6A590A7672525E3B40168021B1243CD6D72BB86610588ED76136
84598DC9215F0681D93703BDE18EODOEBFEC54810203010001"

/**



* This piece of code shows how to load |license file and how check /
use its

* properties.

*

* @hrows LicenseException

*/

public static void main (String[] argunments) throws LicenseException {

Li cense license = new License ();

/1 obtain input streamfromlicense file
/'l here you nust use your own generated license file and path
/1 to it
I nput St ream properti esStream = St andal oneAppl i cation. cl ass
. get Resour ceAsSt ream
("/eul beesof t/ abeonal/ exanpl e/ exanpl e. | i cense");

/1 load properties fromfile to instance of License class
/'l LicenseException is thrown here if something goes w ong
license.l oad (propertiesStream publicKey);

/'l get properties fromlicense
/1 each call to getProperty() throws LicenseException if
/llicense is invalid

String customerNane = |icense. getProperty ("custoner");
Systemout.println ("Custonmer: " + custonerNane);
String serial Nunber = |icense.getProperty ("serial-nunmber");

Systemout.println ("Serial #: " + serial Nunber);

String isUpdateEnabl ed = |icense. getProperty ("update");
Systemout.println ("Update: " + isUpdateEnabl ed);

/'l here you can see the check for user system nane
String licenseUser = license.getProperty ("user");
Systemout.println ("License user: " + |licenseUser);
String currentUser = License.getUserNane ();
Systemout.println ("Current user: " + currentUser);
if ('currentUser.equals (licenseUser)) {

/1 do sonething

}

/'l here is simlar check for MAC address

String licenseMacAddress = |icense.getProperty ("macAddress");
Systemout.println ("Li cense MAC address: " +

I i censeMacAddr ess);
String current MacAddress = Li cense. get MacAddress ();
Systemout.println ("Current MAC address: " +
current MacAddr ess) ;
if (!currentMacAddress. equals (licenseMacAddress)) {
/1 do sonething
}



Of course, you must shabeona_2012.1.jar file with your application.

6 Abeona own protection

One possible way to break Abeona license protecsioeplace original Abeona JAR file by fake
JAR with the same name, same classes and methddsitb the different behaviour.

In our examples you can find claBsotectAbeonaJar. This class contains a few methods to
protect Abeona JAR file against such attack. Al yeed to do is to copy these methods into
your application code (there are no dependenciespéxieclared imports of standard Java
classes). Then you can invoke them when your agtic starts. Of course, you can rename
them to increase the protection.

There are two methods to validate Abeona JAR file:

1. validateAbeonaJarLocally() - you can use this method to validate Abeona JAR(ff
your application has no Internet access. Methodhdsin hash codes for all known
Abeona releases, so it compares hash code of AldRdile computed in runtime to
those patterns. Disadvantage of this method is teeaddate this method whenever you
update Abeona version.

2. validateAbeonaJarRemote() - this method is usable when your applicationlhternet
access. It validates Abeona JAR you currently gsenat hash codes published on
www.beesoft.eu. This method will work without argitavith future releases of Abeona.

Both methods use SHA-256 algorithm to compute feasles and throyava.lang.Exception if

there is not a compliance. It is your choice whinodthod you use. Or you can use both
depending on the situation.

7 License Server

Abeona classes have capability to work as liceasees.

Classeu.beesoft.abeona.License has implemented method

void load (String host, String port, String applicationNane, String
publ i cKey)



to load properties from license server. Arguméotst andport are connection strings to server
(HTTP is used)applicationName is your own identifier for running application &lsame name
must be used on client and server side). ArguipelniicKey is public key of suitable product as
in previous example. But this argument can alsaubleand in such case are properties just
loaded from server but not validated.

Classeu.beesoft.abeona.LicenseServer is abstract class you can use to build your oeenise
server. There is just one method you need serve:

Properties getProperties (String application, String user);

Argumentapplication is application name as received from client. Argabuser is system
name of current client user and is produced byriseeclass.

To build license server you need create class eéfrom LicenseServer and write method
getProperties(). What you will send to client omhyou will check user request is in your hands
only.



